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Technologies and Power

Technologies may change Perceptions and Will

Technologies enhance economy strenght and military power

Power can be defined as the ability to force or 

persuade others to follow a preferred course of action

they would not have otherwise chosen.



The Digital World 2024

https://wearesocial.com/uk/blog/2024/07/digital-2024-july-global-statshot-report/
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Some Current Trends in Cyberspace

Communications and Mobility

Internet of Things and Artificial Intelligence

Blockchain

Augmented Reality

Natural Interfaces

Quantum Computing



Mobile Phones on the lead (60% Web Traffic 2024)

https://www.statista.com/statistics/306528/share-of-mobile-internet-traffic-in-global-regions/



Arnaut Moreira

5G Revolution including Satellite

•4G  accommodate a few thousand IoT devices per square mile,

•5G will provide  connectivity for millions of devices per square mile. 

•4G networks have latency rates between 50-100 milliseconds, 

•5G would reduce that to just 1-4 milliseconds, a crucial difference 

when it comes to systems that need instantaneous reaction, such as 

autonomous vehicles and remote surgery.



The IOT Trend

Arnaut Moreira

IOT Summer Report 2024:

19 billion connected devices
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https://iot-analytics.com/number-connected-iot-devices/



Artificial Intelligence

Ability of an object to take adequate decisions taking into 

account its changing environment. May involve “learning”.

The ability of a machine to perceive, evaluate, and act 

more quickly and accurately than a human represents 

a competitive advantage in any field—civilian or 

military. 



Generative Artificial Intelligence

▪Generative AI focuses on creating new and original 

content.

▪ It's particularly valuable in creative fields.

▪ It can generate many types of new outputs.

Generative AI often starts with a prompt that lets a user 

or data source submit a starting query or data set to 

guide content generation.

https://www.techtarget.com/searchenterpriseai/definition/generative-AI



Blockchain

For a public blockchain, the decision to add a transaction to the chain is made by

consensus. This means that the majority of “nodes” (or computers in the network)

must agree that the transaction is valid. The people who own the computers in the

network are incentivized to verify transactions through rewards. This process is

known as ‘proof of work’.

https://www.euromoney.com/learning/blockchain-explained/how-transactions-get-into-the-blockchain

In Standard Databases “someone” is responsible for keeping it (and eventually can change the data
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Largest Companies by Market Value in 2023

Arnaut Moreira
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5G Wars
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Tech Wars USA_CHINA

Arnaut Moreira

Joe Biden has moved to restrict US investment in Chinese technology, 

signing an executive order which focuses on sensitive hi-tech:

oincluding semiconductors, 

oquantum computing 

oand artificial intelligence (AI)

10Aug2023



Rare Earth Production Worldwide

Arnaut Moreira
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Blockchain Wars and Mining trends

In late 2008  Satomi Nakamoto published   Bitcoin: A peer-to-peer electronic cash system. 

Banks and 

Governments had

 too much power

Let us create a 

cryptocurrency not 

controlled by central 

banks and 

Governments

We need “miners” to 
validate transactions 

and add blocks to the 

blockchain

Complex calculations 

need powerful 

computing and this 

consumes electricity

Massive mining pools 

are now controlled by 

conglomerates

Mining activity 

becoming expensive 

for individuals

https://nakamotoinstitute.org/bitcoin/


CHINA:  The Great Firewall

Arnaut Moreira

Deng Xiaoping in the early 1980s, "If you open the 

window, both fresh air and flies will be blown in"

Content Censorship

Blocking Websites

Foreign Websites loading times



Russia:  RUNET, a National Internet ?
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North Korea: Closes every door

Arnaut Moreira

https://www.quora.com/Is-Instagram-illegal-in-North-Korea

Internet access is not generally available in North Korea. 

Only some high-level officials are allowed to access the global internet.

Universities:  a small number of strictly monitored computers are provided. 

Other citizens: access to the country's national intranet (Kwangmyong).
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Vulnerabilities will not disappear. They may increase.

Arnaut Moreira

Atribution – determining the source, location, and the

identity of an attacker – is extremely difficult.

The Internet creator’s never envisioned the need to 

provide Internet with reliable means for tracing the

origin of a message.
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111 billion lines of new software code being produced 

each year — which introduces a massive number of 

vulnerabilities that can be exploited.
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Who controls the producers?

Several years ago the Department of Homeland Security tried to 

force all federal agencies to secure their networks by tracking 

every connected device. As of December 2018, only 35 percent of 

required agencies had fully complied with this mandate … As a 
result, most U.S. federal agencies still don’t know how many or 
what type of devices are connected to their networks (18Jul2019) 

https://www.supplychainbrain.com/articles/29979-banned-chinese-security-cameras-are-almost-impossible-to-remove
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Arnaut Moreira

Security and Technology vs Liberty
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This Conference is on the Web

Arnaut Moreira

1st Step – Google  “Blog Arnaut”

3rd Step – Look for “Conferências”

2nd Step – Click “Geopolítica”
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