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Technology and Power

June 1767: It started with some stones vs gunnery
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But the success were the iron nails

AN ACCOUNT OF
g1E DISCOVERY
OF TAHITI

From the Journal of
GEORGE ROBERTSON
Master of H.M.S. Dolphin

Edited, with an Introduction by
OLIVER WARNER

A

With Wood Engravings by
ROBERT GIRRrINCC

Printed for Mer
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Some Current Trends in Cyberspace

Communications and Mobility

‘Q;.ﬁ’-“::_i i Internet of Things and Artificial Intelligence

) ckchain

g Augmented Reality

| Natural Interfaces

Quantum Computing




The Mobility Trend

THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND MOBILE, INTERNET, AND SOCIAL MEDIA USE

L CEbe TOTAL UNIQUE MOBILE INTERNET ACTIVE SOCIAL
Gl A POPULATION PHONE USERS USERS MEDIA USERS

7.79 3.15 4.57 3.96

BILLION BILLION BILLION BILLION

URBANISATION: PENETRATION: PENETRATION: PENETRATION:

56% 66% 59% 31%

SELF-SERY DVERTISING
& COMPARABILITY ADVISORY

are al ‘Hootsmte®

https://datareportal.com/reports/digital-2020-july-global-statshot



Mobile Phones on the lead

ol SHARE OF WEB TRAFFIC BY DEVICE

202' EACH DEVICE'S SHARE OF TOTAL W 5 SERVED TO W
A\ THE AOURES ONTHIS CHART ARE SASED ON TRAFFIC TO WES SROWSERS ONIY, AND DO NOT /MCLUDE DATA FOR OTHERCONNECTED ACTVITES I£ G, USE OF NATVE MOSUE AMS)
MOBILE LAPTOPS & TABLEY OTHER
PHONES DESKTOPS COMPUTERS DEVICES

33.7% 41.4% 2.8% 0.07%

DEC 2020 vs. DEC 2019- DEC 2020 vs. DEC 2019: DEC 2020 vs. DEC 2019: DEC 2020 vs. DEC 2019-
+4.6% -5.8% +3.3% [UNCHANGED]
+244 BPS -253 BPS +9 BPS

https://www.slideshare.net/kepios/global-digital-statbites-001

som * N 202 ; MDY Wi VED DROWAZRS O LY MOTES: - ' ASE ARE NN we .
G ° XCBSER 2720 HINN D VL MVl SHARE VAL IR CECIMEES : FCIMUGE DPANGE VALES HIRES THELATME Clows are, . '* Hootsuite'
v .// ‘™ . 2 M A STEETNG VA , JUN N ™ " " 15 AND ND " e i TIARE VA m'ul J




5G Revolution
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*4G accommodate a few thousand loT devices per square mile,
*5G will provide connectivity for millions of devices per square mile. &
*4G networks have latency rates between 50-100 milliseconds, N
*5G would reduce that to just 1-4 milliseconds, a crucial difference &
when it comes to systems that need instantaneous reaction, such as

» autonomous vehicles and remote surgery.

A



The IOT Trend

ps://enterpriseiotinsighits.com

In 2021 the number of connected devices
exceeds already 50 billion




Artificial Intelligence

Ability of an object to take adequate decisions taking into
account its changing environment. May involve “learning”.

EMAIL SPAM FILTER SMART SPEAKERS

The ability of a machine to perceive, evaluate, and act
more quickly and accurately than a human represents

a competitive advantage in any field—civilian or
military.



Blockchain

In Standard Databases “someone” is responsible for keeping it (and eventually can change the data

How does a transaction get into the blockchain?

—

l

A transaction A block representing The block is sent to every Nodes validate
is requested and that transaction is node (Le. participant) in the transaction

authenticated created the network

l

The transaction is The update is distributed The block is added to Nodes receive a reward
complete across the network the existing blockchain for Proof of Work, typically
in cryptocurrency

Euromoney Learning 2020

https://www.euromoney.com/learning/blockchain-explained/how-transactions-get-into-the-blockchain

For a public blockchain, the decision to add a transaction to the chain is made by
consensus. This means that the majority of “nodes” (or computers in the network)
must agree that the transaction is valid. The people who own the computers in the

network are incentivised to verify transactions through rewards. This process is
known as ‘proof of work'.




Agenda

1. Technologies and Power

2. Emerging Technologies in Cyberspace

3. Power Strategies

4. Final Remarks

»
’

’ .

'00

»
Arnaut Moreira ESDC—-IDN - Jun 2021



Largest Companies by Market Value in 2020

The 100 largest companies in the world by market capitalization in 2020
(in billion U.S. dollars)

DOWNLOAD
Search: Records: 13 v
[ XLs
Ranking of the companies rank 1 to 100 Market capltau‘z}?::au:sn InBlillan s,
Saudi Arabian Oil Company (Saudi Aramco) (Saudi
Arabia) 1,684.8 Source
— Show sources informat
Microsoft (United States) 1,359 — Show publisher inform
Apple (United States) 1,285.5 Release date
Amazon (United States) 1,233.4 May 2020
) Region
Alphabet (United States) 919.3 )
Worldwide
Facebook (United States) 583.7 4 g
Survey time period
Alibaba (China) 545.4 April 30, 2020
Tencent Holdings (China) 509.7 Supplementary notes
Values are the closing pri
Berkshire Hathaway (United States) 455.4 outstanding on April 30, z
Johnson & johnson (United States) 395.3
Visa (United States) 383.9
Walmart (United States) 344.4
Nestlé (Switzerland) 304.1

Showing entries 1 to 13 (100 entries in total)
Previous  Next

© Statista 2021

https://www.slideshare.net/DataReportal/digital-2021-local-country-headlines-report-january-2021-v03



On May 15, 2019, President Trump issued an executive order that bans the use of telecommunications
equipment from foreign firms deemed a national security risk. The order itself doesn’t mention Huawei
(or even China) specifically. However, the US Department of Commerce created what it refers to as an

“Entity List” related to the order that does contain Huawei’s name.

Since the order didn’t reference Huawei specifically, its effect on the company and its various lines of
business wasn’t totally clear. It appeared the order was mostly directed towards Huawei’s telecom

operations, which would mean its wireless networking equipment, especially those related to 5G.

https://www.androidauthority.com/huawei-google-android-ban-988382/




Al Wars

Final Report

National Security Commission on Artificial Intelligence

Al systems will also be used in
the pursuit of power. We fear Al
tools will be weapons of first
resort in future conflicts.

i.!_

|

China’s domestic use of Al is a
chilling precedent for anyone
around the world who cherishes
individual liberty.




Al Wars

Final Report

National Security Commission on Artificial Intelligence

Al will enable new levels of
performance and autonomy for
weapon systems. But it also raises
important legal, ethical, and strategic
questions surrounding the use of
lethal force.

Microelectronics power all Al, and the
United States no longer manufactures
the world’s most sophisticated chips.

The vast majority of cutting-edge
chips are produced at a single plant
separated by just 110 miles of water
from our principal strategic
competitor




Al Wars

Distribution of rare earths production worldwide as of 2020,

China 57.57%
United States
Burma

Australia

Madagascar

India

Russia

Thailand

Brazil 0.41%

Vietnam 0.41%

Burundi | 0.21%

https://www.statista.com/statistics/270277/mining-of-rare-earths-by-country/




Blockchain Wars and Mining trends

In late 2008 Satomi Nakamoto published Bitcoin: A peer-to-peer electronic cash system.

Banks and
Governments had
too much power

Massive mining pools
are now controlled by
conglomerates

Let us createa
cryptocurrency not
controlled by central
banks and
Governments

Mining activity
becoming expensive
for individuals

We need “miners” to

validate transactions

and add blocks to the
blockchain

Complex calculations
need powerful
computing and this
consumes electricity



https://nakamotoinstitute.org/bitcoin/
https://nakamotoinstitute.org/bitcoin/
https://nakamotoinstitute.org/bitcoin/
https://nakamotoinstitute.org/bitcoin/
https://nakamotoinstitute.org/bitcoin/
https://nakamotoinstitute.org/bitcoin/

CHINA: The Great Firewall

Deng Xiaoping in the early 1980s, "If you open the
window, both fresh air and flies will be blown in"

Content Censorship

Blocking Websites

{

Foreigh Websites loading times




Artificial Intelligence and Web Search Engines

Baidu vs. Google: What's the
Difference?

BO0

By SHOBHIT SETH | Updated Jun 25,2019

Baidu vs. Google: An Overview

As Google (GOOGL) maintains its stronghold in the global internet search arena,

Baidu, Inc., (BIDU) has the upper hand in China, with 74.6 percent of the nation’s
online search queries, as of February 2019. Google China, a subsidiary of Google,
ranked a distant fifth in China’s online search market, with a 2.03 percent share.

Google China’s search engine was launched in 2006 and abruptly
pulled from mainland China in 2010 amid a major hack of the
company and disputes over censorship of search results.

NtLp NWW nnolog N.com/2018 830//how-google-took-on-china-a

https://www.investopedia.com/articles/investing/051215/baidu-vs-google-how-are-they-different.asp




Russia: RUNET, a National Internet ?

= E’) pravdaru MUP NONUTUKA SKOHOMUKA CrnopeT TYPU3M POCCUA APXVB
23 12 2019
BEE B Poccuu npowinu nepBble

meaprerosen YYEHUA MO 3alLluTe
e CyBepeHHOro pyHeTrta

00:13 YeTBepo fetei
noruen

6nu B orHe nop Mepmbio TO/INTHKA

23:55 3axaposa Bcnomuna  Ceroaws, 23 Aekabps, NpoLwNv Nepeble y4eHUA No 3aluTe POCCUACKOro cermeHTa
4eLUCKOro Knaccuka WHTepHeTa, coobLmn 3amecTuTens rnaebl MuHMCTEpCTBa UM POBOro pas3suTus,
CBS31 U MacCoBbIX KOMMYHWKaLmit Anekceit COKOnos.

Ka,
KOMMEHTHpYS CUTyaLuio B

"BbISICHUNOCH, YTO B LIENTOM U OpraHbl BNacTu, U onepartopsbl
CBSA3K roToBbl 3hEeKTUBHO pearnpoBaTb Ha BO3MOXHbIE
pUCKK 1 yrpo3bl 1 obecneunBaTtb PyHKLMOHMPOBaHNE CETU
WHTEPHET N eNHON ceTun anekTpocesan B Poccun”, —
yTBepxaaetr CoKonos.

“It turned out that, in
general, both the
authorities and
telecom operators
are ready to
effectively respond
to possible risks and
threats and ensure
the functioning of
the Internet and the
unified
telecommunication
network in Russia,”
Sokolov says.

Read more at
https://www.pravda.r
u/news/politics
[1461663-runet/




Nationally Oriented Contents

The:Moscow Times

INDEPENDENT NEWS FROM RUSSIA

z R = NEWS OPINION BUSINESS MEANWHILE ARTSANDLIFE PODCASTS VIDEOS IN-DEPTH

Russia Plans Its Own Version of
g Wikipedia by 2023

@ The project aims to attract three times as much traffic as Wikipedia.org.

D =
Oct. 9, 2019 A

'- ' -
f S5
&

eF el

/ under 3 million Russian users visited Wikipedia.org every day in July 2019.

https://www.comparitech.com/blog/vpn-privacy/internet-censorship-map/




North Korea: Close every door

ESSENTIAL HEADUNES FOR DIGITALADOPTION AND GROWTH

CHANGES 1O DATA SOURCES M EAN WALLES Ans IMAASL W MEVIOUS REPON S NGEREDEA
ity TOTA MO BILE INTERNET ACTIVE SOCIAL
FeAly POPULATION CONNECTIONS USERS MEDIA USERS®

25.83 4.76

MILLION MILLION
URBANSATION v POPULATION va FOPULANON va POPULATION
62.5% 18.4%
ANNUAL THANGE ANNUA CHANGE ANNUAL CHANGE ANNUAM CHANGE
+0.4°% *5. 8%
+110 THOUSAND +243 THOUSAND
2 wo ] »
> @ uAMABLIY ABviocE are, '™ Hootsuite
7 /4 vore : ~ social -

https://www.slideshare.net/DataReportal/digital-2021-local-country-headlines-report-january-2021-v03
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Vulnerabilities will not disappear. They may increase.

The Internet creator’s never envisioned the need to
provide Internet with reliable means for tracing the
origin of a message.

Atribution — determining the source, location, and the
identity of an attacker — is extremely difficult.

0 70

111 billion lines of new software code being produced
each year — which introduces a massive number of

documents/O

ications

pub

https://www.dcaf.ch/sites/default/files

vulnerabilities that can be exploited.




What about current technologies?

INTERNET GROWTH RANKINGS: RELATIVE GROWTH

BASED ON THE YEAR-ON-YEAR PERCENTAGE CHANGE IN INTERNET USERS IN COUNTRIES / TERRITORIES WITH POPULATIONS OVER 50,000

-

JAN
2

#  GREATEST RELATIVE GROWTH A% A USERS #  GREATEST RELATIVE GROWTH A% A USERS

01  WESTERN SAHARA +364% +102,000 11 MADAGASCAR +37% +708,390
02 DJIBOUTI +203% +364,870 12 TIMOR-LESTE +37% +150,000
03 TANZANIA +173% +14,560,898 13  BOLIVIA +36% +2,317,749
04  NIGER +146% +1,378,981 14  COMOROS +31% +40,000
05 AFGHANISTAN +142% +5,694,586 15 IRAN +29% +16,241,877
06 COTE D'IVOIRE +69% +4,529,978 16 CUBA +27% +1,270,796
07  UKRAINE +60% +15,325,054 17 ITALY +27% +11,490,731
08 CAMBODIA +56% +4,500,000 18= GUINEA-BISSAU +25% +30,000
09 RWANDA +50% +1,875,322 18= NORTH KOREA +25% +4,000
‘ 10  ZAMBIA +40% +2,056,489 18= SOMALIA +25% +300,000

; /‘4 ° SOURCES:
o

.. Wwe
Hootsuite" are.



Who controls the producers? ‘

Banned Chinese Security Cameras Are Almost
Impossible to Remove

NO: ONE PERSON

GENDER: MAN

AGE GROUP: YOUNG MAN
ETHNICITY: CAUCASIAN

HUMAN BODY PART: HUMAN FACE
TIME: 167 S

DETECTION: 63621 POINTS

POS (X/Y/Z): 1322 |/ 856 / 21

Several years ago the Department of Homeland Security tried to
force all federal agencies to secure their networks by tracking
every connected device. As of December 2018, only 35 percent of
required agencies had fully complied with this mandate ... As a
result, most U.S. federal agencies still don’t know how many or
what type of devices are connected to their networks (18Jul2019)

https://www.supplychainbrain.com/articles/29979-banned-chinese-security-cameras-are-almost-impossible-to-remove

https://analyticsindiamag.com/top-7-resources-to-learn-facial-recognition/



Securlty and Technology VS leerty
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"Any society that
~ Would give up a little
Y LIBERTY to gain

' temporary security
will deserve neither

and will lose both.”

%«"7&%@(}1/ /m%ﬂ'




This Conference is on the Web

1st Step — Google “Blog Arnaut”

Go gle s

2nd Step — Click “Geopolitica”
Quinta dos Arnaut

Uma quinta sobre a montanha

Blog Arboreto Fauna Contacto Documentos

% AT \nE/Erwsary To

3rd Step — Look for “Conferéncias”

2019 04 10 Universidade Nova: Uma Geopolitica Africana

Geopolitica

al 7 ' ’ “ Geopolitica de Africa v5

Arnaut Moreira

2019 04 03 Universidade Autonoma: O Crime Organizado Transnacional
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